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ADRA NDR X
Empower your NAS as a proactive NDR for 
advanced internal threat hunting.

Two deployment options. Same protection. 
ADRA NDR fits any environment — deploy via an all-in-one switch or extend your existing QNAP hardware. No 
infrastructure changes needed. Choose your option:

ADRA NDR
QGD Smart Edge Switch The switch is 
the security appliance. Self-contained, 
out-of-the-box deployment.

ADRA NDR X
QNAP NAS + compatible QSW switch Install from App Center on 
your existing QNAP NAS. One NAS manages multiple switches 
— broader coverage without a dedicated security appliance.

QuWAN SD-WAN
Scalable, secure 
multi-site networking with 
automated orchestration 
for seamless global 
connectivity.

Every AI assistant your employees install makes its own decisions — what to access, what to download, where 
to connect. Your firewall sees normal HTTPS traffic. Your EDR checks for known signatures. Neither catches a 
novel threat with no prior pattern. By the time something starts moving laterally toward your NAS, your servers, 
your critical data — no alert has fired.

ADRA NDR monitors internal traffic behavior, catches what signature-based tools miss, and isolates threats 
before they spread.

One platform. Every branch. No surprises. SD-WAN routing, 
IPS protection, centralized management — with most 
vendors, each is a separate subscription. Add branches, 
renew annually, watch costs compound. QuWAN builds all of 
it directly into QHora routers. No per-feature licenses. No 
annual fees. No cost structure that scales against you.

Join QuWAN Orchestrator and 
all nodes build a Mesh VPN 
automatically. No per-device 
configuration, no changes to 
existing infrastructure.

Auto Mesh VPN

Flags anomalies in real-time; 
built-in honeypots catch lateral 
movement the moment it starts.

Behavioral detection

Quarantines only the affected 
device. Everyone else keeps working.

Precision isolation

Centralized view of all device risk levels, top threats, and 
weekly trends.

Risk dashboard 

Restore to a clean state 
via QNAP NAS snapshots 
and 3-2-1 backup.

Fast recovery

Attack scope, MITRE ATT&CK 
mapping, and remediation steps, 
automatically compiled.

AI incident reports

WAN Aggregation, Path 
Selection, and QoS are built into 
every QHora router. No extra 
license fee.

SD-WAN optimization
Real-time traffic inspection against 
the Lionic signature database 
blocks known threats at the 
perimeter. GeoIP firewall stops 
high-risk sources before they enter. 
No extra license fee.

IPS threat protection

L7 firewall with deep packet 
inspection identifies and blocks 
high-risk applications. Web Filter 
reduces insider exposure to 
malicious sites.

Application-layer 
control

LDAP, AD, and SAML SSO enforce 
Zero Trust access by identity 
and device state. All traffic 
encrypted with IPSec AES-256.

Identity & encryption
QuWAN Orchestrator pushes L3 
firewall rules, NAT policies, and 
whitelist configurations across all 
branches in one operation. IPS 
dashboard tracks threats by 
signature ID in real time.

Centralized policy 
management 


